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Abstract Over the last decade, a massive increase in data collection and analysis has occurred in many fields. In the health sector, however,
there has been relatively little progress in data analysis and application despite a rapid rise in data production. Given adequate governance,
improvements in the quality, quantity, storage and analysis of health data could lead to substantial improvements in many health outcomes.
In low-and middle-income countries in particular, the creation of an information feedback mechanism can move health-care delivery towards
results-based practice and improve the effective use of scarce resources. We review the evolving definition of big data and the possible
advantages of —and problems in — using such data to improve health-care delivery in low- and middle-income countries. The collection of
big data as mobile-phone based services improve may mean that development phases required elsewhere can be skipped. However, poor
infrastructure may prevent interoperability and the safe use of patient data. An appropriate governance framework must be developed and
enforced to protect individuals and ensure that health-care delivery is tailored to the characteristics and values of the target communities.

Abstracts in G5 HI3Z, Francais, Pycckuii and Espafiol at the end of each article.

Introduction

The delivery of health care is a complex endeavour at both
individual and population levels. At the clinical level, the
tailored provision of care to individuals is guided, in part, by
medical history, examination, vital signs and evidence. In the
21st century these traditional tenets have been supplemented
by a focus on learning, metrics and quality improvement. The
collection and analysis of data of good quality are critical to
improvements in the effectiveness and efficiency of health-care
delivery. A substantial fraction of the waste in health-care
expenditure results from not knowing what works for par-
ticular patients in particular clinical contexts. Interventions
that appear effective in population-based studies are often
widely implemented without any monitoring or any attempt
to identify the patients more likely to benefit from - or to be
harmed by - the interventions. The challenges of generating,
analysing and applying clinical data are particularly acute in
low- and middle-income countries. Given the sheer size of the
human population and the incredible complexity of health-
care delivery — with thousands of diseases and thousands of
medications and interventions - the reconciliation of data-
driven improvements in clinical medicine with good popula-
tion health is complex. However, the recent development of
new methods to collect, analyse and apply data on an unprec-
edented scale - the so-called big data approach — may allow the
gap between health-care delivery and population health to be
bridged and many health outcomes to be improved. These new
methods of collecting, curating and conceptualizing numbers
offer similar advantages to populations as those offered to
patients by medical imaging - i.e. they offer the opportunity
to see with greater precision.

In many fields, over recent decades, the generation and use
of data have rapidly expanded and new data applications have

been developed. However, although there has been a concur-
rent increase in the production of data in the health sector,
there has been little corresponding change in the use of such
data to improve health care.' Some proof-of-concept applica-
tions have been created for — and enthusiastically received by
- health professionals but, so far, they have resulted in very few
tangible, system-wide data initiatives. In this article we explore
some current and potential applications of big data to public
health and health-care delivery in low- and middle-income
countries. We searched the PubMed and Embase databases
and the grey literature for relevant articles and checked the
references of selected articles for other sources of relevant
information. We explored the benefits, risks and opportunities
for big data in health and made recommendations for the use
of big data in the delivery of health-care services in low- and
middle-income countries. The multiple applications of big
data to genomics and life sciences have been widely reviewed
elsewhere and are not addressed in this article.

Definition

The term big data refers to the emerging use of rapidly col-
lected, complex data in such unprecedented quantities that
terabytes (102 bytes), petabytes (10" bytes) or even zettabytes
(10*' bytes) of storage may be required.” The unique properties
of big data are defined by four dimensions: volume, velocity,
variety and veracity.’ As more information is accruing at an
accelerating pace, both volume and velocity are increasing. Use
of a variety dimension marks a shift from data as information
that is collected directly to information that is assimilated
from multiple sources. Big data outputs tend to increase in
value as sources become more diverse. At a population level,
traditional health data included information from vital sta-
tistics registries and hospital admission statistics. In the last
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few decades, however, more health data
have been assimilated from electronic
medical records, mobile phone and pur-
chase records, geographical positioning
systems, social media and beyond. The
veracity dimension refers to the uncer-
tainty around data and their collection,
standardization and validation. As the
quantification and articulation of the
uncertainty in reported data have been a
part of health-care research and practice
for many years, health practitioners may
be more familiar with data veracity than
many other users of big data. Uncer-
tainty and confidence intervals are now
commonly reported in projects that use
these data. Together, these dimensions
enable a big data approach to health, in
which health priorities and policies are
driven by analytics of large data sets.

Applications

The analysis of linked data sets from
different sectors can provide new op-
portunities to improve health outcomes
for populations. In the United States of
America, for example, health-care and
city authorities in Durham County,
North Carolina, decided to pool data
to direct social and health care. They
created an integrated data system that
allowed for the coordination of efforts
to improve emergency department
services and the care of patients with
diabetes.” By geographically pooling
census data, tax payments and lead
concentrations detected in blood tests,
it was also possible to use the integrated
system to map and stratify risks of lead
exposure. Screening for lead exposure
could then be focused on the high-risk
areas and this led to vast improvements
in the detection and management of
childhood lead exposure.* Such shar-
ing and analysis of information can
bridge the chasm that has traditionally
divided population health from clinical
medicine at individual level.

The early adoption of the big data
approach in well resourced settings
highlighted some logistical, technical,
ethical and governance challenges. In
Iceland in 1998, for example, the health
records - including genetic data — were
declared to be a national resource by
the government and made available to
private industry without the consent
of individuals.” However, national and
international opposition prevented
any data transfer and the project had
collapsed by 2003.° Best et al. stated
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that “outside the world of carefully-
controlled trials, between 50 and 80 per
cent of electronic patient record projects
fail”* Petabytes of health data have been
collected, but have not been used.’

Although the use of big data in
low- and middle-income countries is
particularly complex, it also offers the
greatest potential rewards. Most such
countries have vertical programmes for
the control of human immunodeficiency
virus, tuberculosis, malaria and other in-
fections. These programmes have detailed
information requirements that need to be
met by community health workers. There
is often a mismatch between the informa-
tion needs of the programme and the
capacity of the associated field personnel
to collect data with sufficient quality for
reporting, tracking and - more impor-
tantly - learning. However, the advent of
electronic tools is circumventing some of
the logistic and quality issues in data col-
lection.® Community health workers can
use mobile phones, tablets and computers
for research and patient care.”"

One of the most promising ex-
amples of big data in global health
may emerge from India’s ambitious
personal identification programme.
Since 2010 the government of India has
been issuing Aadhaar cards and unique
identifying numbers to all 1.2 billion of
its citizens."" The cards, numbers and
associated biometric identification offer
the possibility of generating and moni-
toring health and social data - including
electronic medical records and informa-
tion on health insurance for low-income
families — on a huge scale.’>”* Even if
limited in its current reach, the Aadhaar
system forms a backbone that could
allow the more reliable and extensive
collection of health statistics. This, in
turn, could lead to dramatic improve-
ments in the planning and delivery of
public health interventions.

Recent cross-sectoral data shar-
ing is stimulating rapid innovation
and growth. In 2013, for example, the
government of Cote d’Ivoire consented
to the release of five months’ of anony-
mized mobile phone data. These data
were then used to develop a model for
containing the spread of epidemics."
This kind of data philanthropy or lib-
eration - in which corporate entities
or governments share anonymized
information of potential public health
significance - may provide new syner-
gies between the for-profit sector and
other stakeholders."
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Use

The diffusion of new technology in
low- and middle-income countries is
commonly a mix of appropriation, dif-
fusion and, often, the skipping of some
of the intermediate development phases
observed in high-income countries.
One example of leapfrogging is the
penetration of mobile phones — before
the development of a widespread wired
phone system - in low-resource settings
over the past 15 years. The opportuni-
ties offered by the many mobile phones
in such settings in the improvement
of health delivery have spurred wide-
spread enthusiasm for so-called mobile
health - or m-health - projects.’® Several
small-scale m-health programmes have
demonstrated proof of concept, but few
of the tested interventions have been
implemented on a large scale.”

There are differences between
the typical m-health and big data ap-
proaches. In general, m-health projects
are relatively democratized, have low
barriers to entry and capitalize on the
mobile phones already owned by indi-
viduals. Although the impact of such
projects is often rapidly appreciable, the
tangible rewards are often very limited."®
In contrast, the big data approach inher-
ently demands more technical skills,
specialized equipment, interoperability
standards, coherent data collection and
analysis systems and regulatory over-
sight. Beyond the technical aspects, an
organizational culture of quality is one
of the key drivers of an effective health
information system. Health-care provid-
ers and system administrators in most
countries have not been trained in data
science.

To support good data collection,
interoperable information systems
based on fixed standards also need to
be put in place. Global norms should be
established before the highly regulated
and path-dependent legacy systems
found in high-income countries become
fragmented in low and middle-income
settings. In the smart use of data to sup-
port implementation science, initiatives
such as the results-focused approach to
data analysis and sharing implemented
at the high-volume, low-cost Narayana
Hrudayalaya Heart Hospital in India
have improved health outcomes.”
Although the pooling of data across
systems presents some major obstacles,
there are emerging signs of data owner-
ship in some low- and middle-income
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countries. One such sign is the launch
of a repository to collate health data.”

Challenges

There are many challenges to the full-
scale implementation of big data systems
in low- and middle-income countries.
The collection of information from
individuals - a prerequisite for any big
data approach - is fraught with ethical,
regulatory and technological issues.
Given the increasing complexity of
the field, the protection of individu-
als and populations must move from
purpose-specific consent to emphasize
appropriate use, risk assessment and
risk minimization. The anonymization
of data must be robust, monitored and
enforced. Appropriate use must remain
coherent with evolving societal values.
Furthermore, the big data approach
can amplify the existing difficulties
associated with health-care delivery in
settings with scarce resources. In such
settings, it may be impossible for front-
line health workers to extend their remit
to the non-essential collection of data.
Some policy-makers view the big data
approach simply as a distraction for
low- and middle-income countries."”
Others consider big data to be a criti-
cal milestone on the path towards the
improvement of such countries (Box 1).

Even in the best of cases, threats
to the privacy of personal health in-
formation will remain. This concern is
amplified when the information relates
to individuals in vulnerable populations
and communities. Even basic health data
- e.g. on ethnicity, reproductive health,
sexually transmitted infections, diseases
with a genetic basis and risk exposures
for disease - can be misused and lead to
discrimination and reductions in per-
sonal safety.”’ Any electronic database
can be hacked. The risk of accidental
or intentional breaches of data security
may be particularly high in settings with
high levels of illiteracy and corruption
that are undergoing rapid technologi-
cal transition.”” In many such settings,
legislation supporting the privacy and
security of information services is
frequently underdeveloped and rarely
enforced.

Even in high-income countries,
purpose-specific informed consent is
increasingly being rendered meaning-
less by high levels of complexity in the
ways that collected data are — or might
be — used. Privacy protection is a right
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Box 1.Differing views on the big data approach

In low- and middle-income countries, the future could go well or badly for the big data approach.
Dystopian views

In the worst-case scenario, big data would be an expensive distraction driven by high-income
countries, focused on disease-specific outcomes and unintelligible to those who most need
data access. The assimilation of fragmented data — which cannot be readily shared or compared
— could undermine the relatively fragile global health community. Breaches of data security
could threaten personal safety and lead to discrimination and genocide and other violence.
The global health community could oversee the spending of huge amounts of money on big
data, with potentially little to show for the investment.

In brief, the big data approach could be associated with:
- the diversion of focus and resources away from interventions that are more needed;

- poor data governance — with databases held by private companies, frequent leaks and no
recourse for citizens;

- the offloading of consent through poorly designed consent systems, which could threaten
the safety of individuals;

- alack of interoperability, with balkanized information systems that cannot be aggregated;
and

- information that is poorly presented and analysed, considered illegible or not credible.

Utopian views

Conversely, the big data era could represent a major and beneficial turning point in the
improvement of global health. Decision-makers in low- and middle-income countries could
develop a “‘demand-side” platform to identify the information they need most. Partnerships
formed with academia, industry, governments, international organizations and the non-profit
sector could help develop innovative solutions. Although this idealized approach is optimistic,
itis no less ambitious than achieving the Millennium Development Goals, eradicating polio or
controlling malaria. The development of a “best-case” model for deploying big data may help

us achieve all of these targets.

In brief, the big data approach could be associated with:

« health data that are owned by patients;

- robust governance processes that have been developed to ensure respect of values and
principles in the use of data, with an emphasis on risk minimization;

- data that are aggregated automatically, with little effort and decreasing cost;
- interoperability standards that allow data to be seamlessly pooled and connected;
- laws that, while establishing adequate safeqguards, allow the sharing and pooling of

anonymized data in real time; and

- datathatare presented in a usable format to patients, health-care providers, entrepreneurs

and policy-makers.

and the preservation of public trust is a
necessity. However, as the full potential
of the big data approach to improve
health becomes clearer, there is also a
right for populations to reap all of the
potential benefits of such an approach.”
The use of anonymized data for the
greater good of populations needs to
be incorporated into the process of risk
minimization. There is an increasing
need for traditional consent protocols to
be replaced by - or supplemented with
- transparent and effective processes
for data governance. The values and
concerns of the target populations need
to be translated into best practices that
balance the benefits and risks of data use.
Concerns persist about data sharing and
appropriate use.”

The promise of big data is tempered
by the weak health systems and limited
governance structures to be found in
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most low-income countries. Many of
the countries in greatest need of health
metrics struggle to collect statistics on
births and deaths. The epidemiological
data collected in these countries are of
variable reliability, have often only been
collected at small sentinel sites and are
rarely digitized. Improvements in the
provision of food, water and sanitation
remain the top priorities for over two
billion people. In many low-income
countries, data collection may only be
possible at the expense of tangible health
services. As reported by the United
Nations, “it is important to recognize
that big data and real-time analytics
are no modern panacea for age-old
development challenges”.'” However, as
the cost decreases of aggregating and
coordinating resources and services
electronically, the big data approach
may deliver large benefits to low- and
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middle-income countries. The more
limited the resources for interventions,
the more important the targeting and
focusing of interventions become.

The persistent tension between ver-
tical or disease-specific programmes and
horizontal or health-system-focused
approaches remains unresolved. The
big data approach fits a horizontal
programme better than a vertical pro-
gramme and could potentially improve
the control and treatment of all human
disease. At the moment, global health
remains driven by disease-specific in-
terests and disease-specific advocacy
groups may well head the queue for big
data - risking further fragmentation of
the health community.

The next step

The role of big data collection — whether
it is perceived as a tool or a threat — re-
mains unclear. For positive outcomes,
informed, reflective and resourced
stewardship of data is critical. At the
moment, the structures for global health
governance remain relatively fragile.”
In 2009, the United Nations established
the Global Pulse initiative. “Its mission
is to accelerate discovery, development
and scaled adoption of big data innova-
tion for sustainable development and
humanitarian action”* Unfortunately,
the current data protection standards
for Global Pulse are badly outdated as
they are grounded in guidelines - for
the regulation of computerized personal
data files - that were published in 1990.”

Some guidance on the collection
and use of health data was provided
within the World Economic Forum’s
Global health data charter, as part of the
Forum’s vision of “better data for better
health”?® For health data, the charter
identified eight key challenges and high-
lighted several enabling activities. The
expansive scope of big data requires the
cooperation of multiple stakeholders.
Universities, professional societies, gov-
ernment agencies and research-driven
companies are examples of organiza-
tions that could develop and operate
data systems to support health care. A
clear governance and decision-making
framework is needed to inform each
stakeholder of its accountability and
responsibility for each process. There
needs to be transparency in addressing
and troubleshooting any issues until
major decisions are made. Issues often
persist for lack of clear agreements on
who should resolve them and how they
should be resolved. In an emerging field
such as big data, where protocols are
still being developed, governance plays
a major role in assuring stakeholders
that there is a system for resolving issues.

However, the global health commu-
nity has a patchy record on governance
of technological developments.”” Opti-
mizing the application of big data will
involve much more than confidentiality
safeguards and minimum standards. A
broad effort to establish interoperability
standards is imperative to maximize the
benefits of big data. Global health gov-
ernance needs to move from a reactive
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model to a proactive, norm-forming
approach.

Conclusion

In the field of health-care delivery, the
big data approach may represent a major
milestone - facilitating the development
of learning systems of care and enabling
more precise management of individuals
to improve the health of entire popula-
tions. Sheer size increases both the
potential risks and potential benefits of
the approach. Although the approach
may have most value in low-resource
settings, it is also most vulnerable to
fragmentation and misuse in such set-
tings. Collaborative governance, careful
analysis and technical partnerships are
needed to minimize the risks. The com-
plexities should not be underestimated.
In low- and middle-income countries,
the shepherding of the transition from
paper records to petabytes of digital
storage provides another opportunity
for global health institutions to offer
useful governance. l
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Résumé

Mégadonnées dans le domaine de la santé mondiale: amélioration de la santé dans les pays a revenu faible et intermédiaire

Au cours de la derniere décennie, une augmentation massive de la
collecte et de I'analyse des données sest produite dans de nombreux
domaines. Dans le secteur de la santé, cependant, il y a eu relativement
peu de progres en matiére d'analyse et d'application des données
malgré une hausse rapide de la production des données. Grace a une
gouvernance adéquate, les améliorations en matiere de qualité, de
quantité, de stockage et d'analyse des données de santé pourraient se
traduire en des améliorations substantielles pour de nombreux résultats
cliniques. Dans les pays a revenu faible et intermédiaire en particulier, la
création d'un mécanisme de retour d'information peut faire évoluer la
prestation des soins de santé vers une pratique axée sur les résultats et
améliorer I'utilisation efficace des ressources limitées. Nous examinons

I'évolution de la définition des mégadonnées («big data») et les
avantages — et les problémes — possibles de I'utilisation de ces données
pour améliorer la prestation des soins de santé dans les pays a revenu
faible et intermédiaire. Alors que les services basés sur la téléphonie
mobile saméliorent, la collection des mégadonnées peut signifier que
les phases de développement requises ailleurs peuvent étre omises.
Cependant, une infrastructure faible peut empécher l'interopérabilité
et ['utilisation en toute sécurité des données du patient. Un cadre de
gouvernance approprié doit étre développé et appliqué pour protéger
les individus et assurer que la prestation des soins de santé est adaptée
aux caractéristiques et aux valeurs des communautés cibles.

Peslome

bonbwune paHHble BO BCEMUPHOM 34paBOOXPaHeHNI: yny4ylleHne 34PpaBO0OXPaHeHNA B CTPaHAX C HU3KNM U

CPeAHVM YPOBHAMMU JOXOA0B

B nocneaHee pecatunetrie BO MHOIMX 06MacTax oTMevanca
pe3Knin pocT cbopa faHHbIX 1 1x aHanu3a. OfHaKo B CekTope
3[paBoOXpaHeHns Habnoaanca OTHOCUTENIbHO HeOObLWOW
Nporpecc B aHanm3e 1 NpuMeHeHWN AaHHbIX, HECMOTPA Ha ObICTpoe
yBenuueHvie obbema reHeprpyembix AaHHbIX. [1py Hanuuum
COOTBETCTBYIOLLErO YNpaBfeHus, ynyullieHne KauecTsa, KonmyecTsa,
XPaHEeHWA ¥ aHanM3a faHHbIX O 340POBbe HaceneHusa Moo Obl
MPVBECTY K CYLLECTBEHHOMY YAyULIEHMIO MHOTVX pe3ynbTaToB
MEANLMHCKX MEPONPUATUIA. B UaCTHOCTY, B CTpaHax C HU3KUM 1
CpeHUM YPOBHAMM [JOXOL0B CO3AaHME MexaH13Ma 0OpaTHOM CBA3M
MOXeT CAenaThb NpefoCTaBneHre MeANLIMHCKIAX YTy NPOLECCOM, B
6onblueit CTENeHV OPUEHTUPOBAHHBIM HA KOHKPETHbIE pe3ynbTaThl,
1 MOBLICUTL 3GPEKTUBHOCTL MCMONB30BAHUA OrPaHNUYEHHbIX

pecypcoB. bbin nposefeH 0030p 3BONOUMN OnpeneneHna
60MbLUNX AAHHDIX, @ TAKXKe BO3MOXHbIE MPENMYLLECTBa 1 Npobnemb!
CMOMBb30BaHNA MOAOOHbBIX AAHHBIX [A Yy ULIEHNA NPEAOCTaBAEHNSA
MELMLMHCKIX YCIyr B CTPaHax C HU3KMM W CPeHUM YPOBHAMM
poxonos. CO0p 60MbLUMX AaHHBIX MO Mepe COBEPLIEHCTBOBAHMSA
ycnyr Ha 6aze ana MobWbHbIX TenedOHOB MOXKeT O3HauaTb
BO3MOXHOCTb MPOMYyCKa 3TanoB Pa3BUTUA, 06A3aTENbHbIX B
apyrux mectax. OgHako cnabopaseurTan MHOPACTPYKTYPa MOXKET
NPEenATCTBOBATL COBMECTUMOCTY 1 6€30MacHOMY MCMOMb30BaHMIO
AaHHbIX O MauveHTax. [lomkHa ObiTb pa3paboTaHa v BHeApeHa
COOTBETCTBYIOWAA CUCTEMA YNPaBneHuns, 4tobbl 3alnTHUTb
bur3mUecKnx NnL 1 obecneunTb aganTaumio MeauUUHCKUX YCyr K
XapaKTePUCTVKaM 1 LIEHHOCTAM LieNEeBbIX COOOLLECTB.

Resumen

Grandes voltimenes de datos en el ambito de la salud mundial: la mejora de la salud en los paises de ingresos bajos y medios

En la dltima década, la recoleccion y andlisis de datos ha aumentado
enormemente en muchos campos. Sin embargo, en el sector de la
sanidad ha habido relativamente pocos avances en el andlisis y la
aplicacién de datos, a pesar de un aumento rapido en la generacion de
datos. Con una gestion adecuada, las mejoras en la calidad, cantidad,
almacenamientoy andlisis de datos de salud podrian conducir a mejoras
considerables en muchos de los resultados sanitarios. En los paises de
ingresos bajos y medios en particular, la creacion de un mecanismo
de retroalimentacién de informacion puede impulsar la prestacion de
servicios sanitarios hacia la practica basada en resultados y mejorar el uso
eficaz de los recursos escasos. Se revisé la definicién cambiante de los
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grandes volimenes de datos y las posibles ventajas — y problemas — de
utilizar dichos datos para mejorar la prestacién de servicios sanitarios en
paises de ingresos bajos y medios. La recogida de grandes volumenes de
datos a medida que mejoran los servicios basados en la telefonia movil
podria permitir la omision de las fases de desarrollo requeridas en otros
lugares. Sin embargo, una infraestructura deficiente puede impedir la
interoperabilidad y el uso seguro de los datos del paciente. Es necesario
desarrollar y aplicar un marco de gestién adecuado para proteger a las
personas y garantizar que la prestacion de servicios sanitarios se adapta
a las caracteristicas y los valores de las comunidades destinatarias.
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